CS-AWARE CYBERSECURITY

A 2017-2020 EU H2020 Project. Funding received under the EU 3.7.4 Innovation Action # 740723
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Problem Project objecftives Work Packages
Cybersecurity is one of today’'s most challenging societal Objective 1. Provide a cybersecurity situational awareness WP2
security problems, affecting large commercial companies, solution for local public administrations. Requirements analysis and definition; specification of CS-AWARE solution
SMEs, NGOs or governmental institutions. Deliberate or Objective 2: Advance the automation of cyber incident
accidental threats and attacks threaten  digitally detection, classification and visualisation to provide sifuafional WP3
_ . . awdareness. CS-AWARE technology components adaptation and testing
administered data and digitally handled processes.

Objective 3: Include a cybersecurity information exchange
framework that embraces the collaboration and cooperation
iInitiatives of EU.

WP1
Project Management

WP6
Dissemination, Exploitation and Commercialisation

I WP4
AmMmbition Objective 4: lllustrate that cyber situational awareness is a key Cloud-based CS-AWARE integration and testing
technology In cybersecuri’ry by building advanced features like
CS-AWARE H2020 project aims to provide a cybersecurity i:y;;ecrgmﬂseeshf—heolmg on fop of the situafional awareness ~—
L . . . . . WP5
?:]ngg;rjrfuncc?rtg\;voreness solution tor small fo medium sized IT Objective 5. Evaluate and validate the user needs through end- Pilots Implementation

user involvement and pilot testing.

Project Overview CS-AWARE Concept

WP1 Project management

WP2 Reqguirements analysis and definition

The CS-AWARE project approach will be a big step towards Cybersecurity e Svet , .
automation of cyber incident detection, classification and Situational Awareness | Information T WP3 Technology components adapfafion and fesfing
visualisation, and will be based on mature big data analysis v —r——— WP4 Cloud based integration and testing

tools and methodologies provided by consortium partners.

This solution enables detect, classity and visuadlise
cybersecurity incidents in real-time, supporting the prevention
or mitigation of cyber attacks.

WPS5 Pilots implementation
Data Analysis and Decision Making W D 6

Dissemination, exploitation and commercialization

However, cyber situational awareness will never be a fully SaiiSoisERonantis oiade

automaftic process that only requires to install a fool that, EXpeCTed lmpOCTS

without any configuration, will be able to monitor the System and Dependency Analysis

different setups and configurations of different organisational . .

T infrastructures. Increased competitiveness of European ICT security products

and services catering to the needs of SMEs, local public
administrations and individuals.

Proposed Solution

Socio-technological Increased resilience against widespread cybersecurity threats
B S\ otional Awareness bl administration Publicly available facing SMEs, local public administrations and individuals.
+ Enables the end user fo counteract cybersecurity incidents. infrestrueture Security specifi socil networks) increased effectiveness of cybersecurity solutions through
Full control is retained by the user over his / her actions and information sharing usability advancements and increased automation
receives recommendations for counter actions if available. communities (e.g. '

CERTSs)

s [NfOrmation Sharing

e While providing automated mechanisms for information
sharing, the user stays in confrol over which data will be

shared, especially when confidentiality or privacy matters COnsorﬂum Partners COHTOCT US

have to be taken into account.
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 While providing cybersecurity strategies that can be invoked UNIVERSITY B0 wien pHIEESIAT  CARIS RESEAIC @ ol At cs-aware.eu
automatically tfo mitigate incidents or atftacks, the user | :
should retain the control about which strategies will be e /& Peracton  [Z)mnesec @ ancitel wse s FQ‘L‘SSZok , PrOf'JUhO Roning . £ YouTube
invoked in which situation, and/or if they should be invoked I 7 Juha.Roning@oulu.fi

without user interaction.
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Il This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No /740723. This
communication reflects only the author's view and the Commission is not responsible for any use that may be made of the information it contains.



mailto:Juha.Roning@oulu.fi

